BO3MO)XHOCTU COBPEMEHHbIX CUCTEM
KOHTPOJIA U yrnpaBJZIeHUs AOCTYMNOM.

YT0o HY)XHO 3HaTb?



SIGUR | Access MaNAGEMENT

KTo Takue SIGUR v npu yeM TyT
CPUHKC?




SIGUR

OTeyecTBEHHbIN p83pa6OTLIl/IK nnpom3eogntTesib CUCTeM KOHTPOJIA N yrnpaBaeHUA OCTYINOM

S A A A A A A A A A A

[lporpamMmHoe obecneyeHune CunThiBaTENU KoHTposneps.l

HeMHoro npo SIGUR




OcHoBHOU oduUC
Sigur pacnono)eH
B H. HoBropope

[lpenctaBuTenbcTBa B Mockae,
CnoBeHuun, KaszaxctaHe, Kutae ®

n 0bbegmHeHHbIX Apabckmx IMmparax.
HeMHoro npo SIGUR
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CPUMHKC SIGUR

[lpogeccroHanbHbIN KOHTPOJIb AOCTYNA CucteMa KOHTpONSA 1 ynpaBfieHnsa 4OCTYNoM

‘SIGUR‘

HeMHoro npo SIGUR



S|GUR AAAAAAAAAAAAAAAA

[loppep)xKa pa3siM4HbIX cnocoboB
NAeHTUPUKAL UK



NpeHTUduKaTopbl

e [logoep>kka n KoMbnHauma nobbix BUAOB NOAEHTUPUKATOPOB.
e YnaneHHasa Bblgaya UoeHTUPUKaATOPOB.
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beckoHTaKkTHble KapThl, OTneyaTku NanbLeB OTneyaTKku BeH flafoHeN CkaHupoBaHMe MpeHTndunkaums
PaAMOoYacTOTHbIE METKMU pady>XKu rnas n BepmduKaLma no nmuy

Moanep>kKa pa3fiMyHbIX cnocobos

NAeHTUPUNKaLnu




3aljmilleHHan
MaeHTUPUKaLna Ha
ba3e KapT Mifare

A LLndposaHne Tpadumka MeXay KapTol U
cuntbiBaTteneM / AES-wimndpposaHme B
cnydae kapt Mitare DESFire

A Ynobras paboTa ¢ kapTamu Mifare
HernocpencTBeHHO B MHTepdence Sigur

Moanep>kKa pa3fiMyHbIX cnocobos

NAeHTUPUNKaLnu



PaboTta ¢ 6aHKOBCKUMM
KapTaMWu

A [ns noeHTUdUKaLmMm B SIgur Mo>XKHO
MCMoNb30BaTb JIlobble DAaHKOBCKME KapThl:
MasterCard PayPass, Visa PayWave nnn
MWP

A NpeHTudukaums no KaMnycHom KkapTe
MoxxeT npouncxoamtb no UID, B pexnme
aMynauum kapt Mifare unm ¢ nomMoubio
MCMONb30BaHUA npunoxeHuma EMV.

Moapep>kka pas3iMvHbIX cnocoboB

naeHTUPMKaLum




NAeHTUPUNKaLnu
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A Toppepxka paboTbl Ha i0S 1 Androi
A Pexxnm paboTbl «cBoBOAHbIE PYKM»
A SDK npunoxeHns MobuabHoro gocryna
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KoHTponnepbl SIGUR




KoHTponnepbobl

E510 E2 E4

KoHTponnepsl SIGUR




[loagKnwyeHue
MCNOJTHUTENbHbIX
YCTPOUCTB

A 3aMmku (anekTpoMarHuTHble, 31leKTpoMexaHnyeckue,
3N1eKTPOMOTOpPHbIE)

A TypHUKeTbI, KApTONPUEMHUKM

A LLnarbaymbl, BOpoTa

A CseTtodoptl

A Jobbie gpyrue ycTponcTea, KOTOPbIMU MOXHO
yNpaBAgaTb NyTeM KOMMYyTaLUmK ynpaBaaoLWmX JTNHUIN
NI IMHUNA NUTaHUS




E510

Do o Do PoToPo >

YnpasneHue nobbiMK yCTPONCTBaAMMU
nsepu/TypHukeTbl/Wnarbaymbl 1 npoyee
HeToipe Wiegand Bxogaa

[lpoTokon wundposaHua DTLS

[1lpoTokonel SNMP n DHCP

ABTOoHOMHaga namaTtb, oo 90000 knoyen n 400
000 cobbiTnK

OaounH KoHTpoNep ANnsa ynpaBaeHns
HECKOJIbKMMMN TOYKaAMUM NPOX0Aa
TeMnepaTypHbiK gnana3oH ot -40 go +20°C

KoHTtponnepbl SIGUR




A g i S
E2 A e
YL = M el
20 seEN
2S00 900062000 X XA “

YnpasneHune nobbiMy ycTpoUCTBaMMn
nBepu/TypHukeTbl/Wnarbaymel n npoyee

[Ba nnn yetbipe Wiegand Bxogaa

lopknwouyeHmne cumntbiBaTenen no OSDP

poTokon wndposaHua DTLS

'IpoTokonibl SNMP 1 DHCP

ABToHOMHada namdaTtb, oo 90000 knwouyen n 400 000
CobbITNI

OOuH KoHTpoIep On4a ynpaBieHUS HECKOSTbKUMMA
TOYKaMK npoxona

TemnepaTypHbli gnana3oH oT -40 po +50°C
KpenneHune Ha DIN-peuky

A TMopkntoveHune wnenda 0XpaHHON CUrHANM3aLUN

B AN ENNNEBRNEENENERNEDRDE

Do o Do PoTo Po o Do

KoHTtponnepbl SIGUR
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CuutbiBaTtenu SIGUR




CuutbiBaTtenu SIGUR

[TpocTbl B ycTaHOBKe U 06CNy>XKMBaHUN. YCTPONCTBO MOXET BbITb CMOHTMPOBAHO Kak Ha CTaHAAPTHbIN
NoOpo3eTHUK, Tak N HEMOCPEACTBEHHO Ha CTEHY.

NFC-aHTeHHa LLInpoKononocHbIN
Bluetooth-autenua aKyCTUHECKMNH
JlaTymK BCKPBITUA KOpNyca ANHAMUK

Hatyuk Temnepartypobl

MHOroUBeTHLIW BanoxeTHoe lNpoknapka
WHAMKATOP Kpennexume ANSA YCTaHOBKMU

Ha CTEHY

CuuTbiBa



MR100

o To To Po To Po T Do Do

3almieHHaa NAeHTUPUKaLUKna rno KapTam u
CMapTOOHY

[Topnep>xka yctpoucTB nof ynpasneHunem 10S,
Android

PaboTa B pexxuMe «CcBoboaHbIe PYyKN»
PaclinpeHHas 3BykoBas MHOMKAL NS
<acToMun3aunsa Menoamu

‘lonHoueHHaa RGB-nHaonkauna

YnobcTBO MOHTaXa

HacTponka yepe3 MobunbHOe NpUNoXeHme
PacwmnpeHHbIN TeEMNepaTypHbIN {OMana3oH oT —
40 no +60 °C, 3awmnTa oT OpbI3r, NbINN K
LapanuH Kopnyca

CuutbiBaTtenu SIGUR




MR100 Multi

A 3awmweHHas naeHTUPUKaLMa No KapTam 1
CMapTOOHY

A PaboTta c dopmaTtamu Mifare (SL1, SL3), EM-
Marine, HID Prox Il (125 kI"u)

A TMoppepxxka ycTponcTs nog ynpasnexmem i0S,
Android

PaboTa B pexxuMe «CcBoboaHble pyKn»

PaclinpeHHas 3BykoBasg MHOMKALNS

<acToMun3aumsa Menoamu

‘lonHoueHHaa RGB-nHaonkauna

A YnobcTBO MOHTa)a

A HacTtpolika yepes MobunbHoe NpuUnoXeHme

A PaclumpeHHbIVi TeMnepaTypHbI gnana3oH oT 40
no +60 °C, 3awmta oT bpbI3r, NbiIN KN LapannH
KOpMyca

o T To o

CuutbiBaTtenu SIGUR




SDK cumTtbiBaTens

A B03MOXHOCTbL BCTpanMBaTb MEXaHU3M
B3aMMOLENCTBUSA CO CYMUTbIBATENIEM B CBOE
NPUNOXEHME

A B03MOXHOCTb CaMOMy onpeaensaTb NyTh
noeHTndunKaTopa n ero paboty Ha cMapTPoHe

CUnTbIBE




CoBMecCTHOe
MCNoJZib30BaHue

CoBMeCTHOe UCnoNib30BaHMeE CYUTbIBATENEen u
KOHTPOJIJIEPOB Sigur NO3BOJINT BaM UCMNOJ1b30BaTb
npotokon SSDP v yBnaeTb nosiHbIM NoTeHUMan
CUCTEMBI:

PacwwnpeHHoe ynpaBfieHne NHAMKALNEN
ObHoBEHME KJTHOUYEN WNPPOBAHUS HA

CYUNTbIBATENAX C CepBepa
ObHOBIEHME HACTPOEK YTEHUA CUNTbIBATENS

ObHOBIEHME NPOLIMBOK CYMUTbIBATENS
MOHUTOPUHI COCTOAHMA NOAKTOYEHNS
CYUMTbIBaTENEN

o To T o I

CuutbiBaTtenu SIGUR




be30onacHoOCTb s o

3 B B B2 &

SSL/DTLS Ethernet

[Tpn ncnonb3zoBaHuKM Sigur Bbl MOXeTe ObITb m - _—
yBepeHbl, YTO BalUM JaHHble HALEXKHO 3aLlULLEHb] | T
Ha BCeX YPOBHAX: Soeronne Sigur 52

OT nepefavn MHGoOpMaLUKM OT NAEHTUPMKATOPA K OSDP (AES)

CYUTbIBATESIIO - OT CYMUTbIBATENS A0 KOHTPOepa -
OT KOHTposifiepa Ao 6basbl AaHHbIX CUCTEMBI. Tak,
HanpuMmep, BCe nepeaaBaeMble JaHHbIe MeXay @ D [j D D

KOHTPOJISIepaMu 1 CepBEPOM HaLEXHO LWNPPYOTCS
cornacHo npotokony SSL/TLS. =LA

CuutbiBaTtenu SIGUR
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[lporpaMMHoOe obecneyeHue SIGUR




ApxuTeKTypa a0
CKYA Sigur R -

Kamepa Paboyee
recTo
& o _
Cepsep IP cee Pa;ee
Sigur MecTo
e [1na ocyw,ecTBNEHNA ynpaBneHNa CUCTEMON D .
M MOHUTOPUHIA NCMNONb3YETCA KIIMEHT- B o Komponlnep Komponlnep KorTponnep
cepBepHas apxmTeKkTypa
e MoaynbHas cucteMa JINLLEH3UPOBAHUA
e [Moppepxka OS Windows, OS Linux*, Astra @ | - - |
LInUX CE* CqMTSbilgBuarTenb CqMTSlai|gBua:eﬂb CqMTSbilgBua:enb CLIVITSI?IgBuarTeJ'Ib

[fporpaMMHoe obecneyeHune SIGUR




[MToppep)xka nobon [y
pacnpenesieHHOCTH : i

& i
ObbegnHeHmne BCcex GuUNManoB, HE3aBUCUMO OT UX ﬁ -

reorpadumyeckoro NojoXeHUsa — opraHuM3auns
onepaTMBHOIO MOHUTOPUHIA U CBOEBPEMEHHOTO
pearmpoBaHMs Ha CUTYyaLNN.

[MporpammHoe obecneyeHue SIGUR



JInueH3snpoBaHue B cucteMe

JIMLUEH3UPYETCH HE JIMUEH3WUPYETCH

KONMYECTBO TOYEK A0CTYyNa
KOJINYECTBO KOHTPOJIJIEPOB
KonmyecTBo paboumx MecT

[MporpamMmHoe obecneyeHue SIGUR

A Konnyectso ngeHTMdunKaTopos

A [ononHWUTeNnbHbIe NPorpaMMHble
MOZYN Sigur

A WHTerpaunv co CTOPOHHUM
obopynoBaHMeM

o To I




[lporpaMMHbIe

MOAYJIU U
NINLLEeH3UpO

BaHUeE

A Basosbln Mogynb: 50/ 1000/ 10 000/ ...

A Yuet pabouero BpeMeHU
A Bebirpyska tabena s 1C:I

PacwimpeHHas nognepx
Pacrno3HaBaHMe AoKyMe
ABTonapk

PeaKkumda Ha cobbITud
‘lnaTeXkHasa cncTteMa
lnaTHbIN JoCTynN

o T To To T Po T

pennpuaTue

papunyeckoe opopMIieHME NPOMNYCKOB

Ka noceTuTeNneun
HTOB

A CuHXpOHM3aLMa faHHbIX

N

ba3oBbiv MOOYSb

[lon. [lon. [lon.
mMoaynb 1 ™Moaynb 2 Moaynb N

[MporpamMmHoe obecneyeHue SIGUR



YyeT paboyero BpeMeHU nepcoHasna

[ToTHBIN XXypHa OTKJIOHEHNY
OT paboyero rpaduka, CNMCOK OTCYTCTBUM

B paboyee BpeMs.

3aflaHne coTpygHMKaM paboymx
rpad®ukoB, nognep>xka rpaPukos s1robou

CJTOXKHOCTM.
Bo3MOXHOCTb aBTOMaTM4Y€CKOM BbIrPY3KK KypHan HapyweHunmn pabouei

Tabenqa T-13, BO3MOXHOCTb y4eTa ONCLMNAWHBI: N03HWE 9BKWN Ha paboTy,
HapaboTkn no ¢akTy PDaHHMe yxoAabl ¢ paboThl.

NN NO rpauky.

[lporpamMmMHoe obecneyeHue SIGUR




TepMUHan
E100

TepMuHan yyéTa paboyero BpeMeHw
A E100, Em-Marine
A E100, Mifare

[MporpammHoe obecneyeHue SIGUR



PaclinpeHHas
nopgaepikKka
NMPoONycKoOB

A Opranusauuns APM «Biopo nponyckos»

A WcTopus BbIgauun v M3bATUS Nponycka

A BbiBog, cnncka NponyckoB € BO3MOXHOCTbIO
COPTUPOBKM MO pa3HbIM KPUTEPUAM

A ®PunbTpaumsa no Npu3sHaky akTMBHOCTM KapTbl

(Mponyck coaH nnu BbigaH)

[MporpamMmHoe obecneyeHue SIGUR



Peakuua
Ha coobITUA

e /I3aMeHeHue MapaMeTpoB CNCTEMBI 10O

ieaKu,le Ha cobbITNA B Heu
o -

[MporpammHoe obecneyeHue SIGUR



