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[logaoep>xka pa3nnyHbIX CNOCObOB
MOEHTUPUKALUUM



Sigur - CNCTEeMbI KOHTPONA U yNpaBJZieHNA OOCTYINOM

P& NNYHHbIE
cngcobbl OEHTUDUKALNN
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Brne4aTt®k>anbLa, pUCcyHOK BEH HeckoHTakTRble KapThl, LWgpmx=rob, GR-koabl, Bl betsxonhZsnviiamh grdy,
nageHN; peo¥KKka rnasa, PaAMOYaACTOTHbIE METKM padio3HaBaHWe HOMEepPOB Xt

padio3HaBaHue nuL



Sy 1 dnrembt KowTphbna nlmpaBneHna 4ocTynom

3awnLleHHas
MOEHTUPUKALMA Ha base
KapT Mifare

» @lnddpoBaHn¢ ¥YpadunKd Mexay KapTou u
thyrdiBafer@ns/ AES hidploBaHme B criyvae KapT
Mifad&.DBSFire

» Ynobraalpabfta c kaptamn Mifare
Hethodpdnc™eHHR nHTepdence Sigur




CMapTQOH B KayecTBe
MOEHTUPUKATOPA



$tguf - clbTeMbl KOHTPOAS M yNpaBaeHNa 4OCTYNOM

[ loueMmy
MODOMTbHAaA
MOEeHTUPUKaUNG?




5igur - CUCT&Mbl KOHTPONA U YyNpaB/ieHNS 4OCTYNOM

NoeHTnumnKaums no
KapTaM 1 CMapTQOHY

obeantens MexxayHanoLHoro koHkypca Red Dot
DCesign Award 2020 B kateropun «nsanH npogykTa»



broMeTpunyeckme CHNTbIBATENN



SIgREN - chc8emMbbkdTpond I ypdBneHns goctynom

[ IpMHUMNBbI MHTErpaunm

% BaHeceWe v yohneHsetboMeTpmnyeckmx WwabsoHoB
Hen8cpeptTtee®Ho n3 10 Sigur

e YaRepkka pazfhdHBix Tnnos naeHTUGUKaUNK
n&xAnHRV / cepBepHom

o covyetdHhe!lc pdyrinmn&Eniiamm ngeHTMdmKaLmu
pednid3aumng ¢noXXHbix cxem npoxopa




Sigut - cMGTEMbI KOHTPONA M YyNpaB/ieHUS 4OCTYNOM

NHTerpaumsa ¢ pasaimyHbIMU
YCTPONUCTBAMM N CUCTEMAMNU
pDaCrno3HaBaHUa nNuu

HIKVISION
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BIOSMART

CIUPT

5\@ NTECH
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Sy 3DV



[lporpaMMHOe obecnedyeHue Sigur



SIgur + cuchembl KorFdmna nlynpaBneHnsa 4OCTYNnom

KopoTtko o [10 Sigur

4 KnhaHT;cepBRpHan 20XMPeKTYpa: KONMYECTBO
khbeHyCKx MeShEHE drpaHNYeHo.

4 WOBRWwWsG Dihyx, oM, 4nGre Bo3MOoXKHa paboTa
Ba Ast6 Ritidix

4 BpaHLIn gucTPNBY B, aBTOMaTUYeCKOoe
obHobneHke KhneHt8B no cepsepy

4 AstoMeTnyeckpemskpBnpoBaHue
N anBRBarseCcTnKa




SigliO-[cncreMbl ROHTpONSY% ynpaBneHNa 4OCTYNOM

30HaJIbHbIN KOHTPOJIb
N npeceyvyeHme NOBTOPHbIX

MPOX0o40RB
3afana tokewaHnm

KabutieT bxrantepa > SN ¢ AlA560B8b Cepreesa
NB&H lNeTpos “ AHpfen Bnagummnpos

N¥ba Tapacos Bacunnunun ViBaHoB
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SIJuiD cuctembl KoHTp({w/ n'yrnpasaeHna 4OCTYrNom

YyeT paboyero
BpeMeHM nepcoHana

2 3dpaHneé coTpyaHukaM paboynx rpapumkos,
néogepxka riadnkod ntobomn cnoXxXHoOCTH.

2 B@MoXkHOCTL aBTOMATUYECKON BbIrpy3kuM Tabeng
T-18.8803M0O>XHOCTL y4eTa HapaboTku Mo ¢pakTy
Mn no,rpaduky.

2 [loBHbIM XypHAN OTKNOHEHUW OT paboyero
rpa@vika, crivcék otcytctsln B paboyee Bpems.

2 XypHan Hapyutehi@1 pdboyen ANCUMNANHDI:
nosaHue aBkitHa paoTy, paHHMe yxoabl C
paboThl.




a1 )ABJ1E:- NA OOCTY

BbIbopo4HbIN AO0CMOTP

@ [ldhmndiRrne BirfdlcHYCHeY03BYKOBON
nehkaunn: elg@pmhphbarHume coTpygHmKa
oXpaH8I o HepbxoAMMOCTM AOCMOTPA

® BusdngionHolt yHPbpmMaumm Ha akpaH APM
odpakikl: k&Ko I/broyd nodok8A HaxoomMTbCa B
EromMbOu Ak Mo R M TN ble JOKYMEHTDI

©® 338nmdpyrin®ghbGmaTpmBatoLmnX

© 33,9198 BepoaTHdc SHcoTpa: NnpoueHTHoe
coo$BaieHhelatEMatpyBheMbix N3 Yncna
Apoxoaauwmnx — ot 0 go 100%




28165 QUcTEMbIKKOHTPE)A 1 yNaBAeHNS 4OCTYNOM

OnoBeweHne
OTBETCTBEHHbIX NnL

HO784a% nossoha&T AACTpIMTL cncTtemy
onoBewWw,&Yf19 mo pasnhéubév cobbiTnaM, Hanpumep,
onoBellgHe HavYabb 8K No pakTy npoxona
cabynHnK&R; okpdb) ) MgabepcoHana no gakTy
deBblLEHYSERMNepaTypbl.

OnosellBHUA)MIVYT pRdTdBNsTER2 Yepe3 SMS, emaill,
P& m SlFer>&lpy HadmMYdY ydeTa paboyero
HoéMe W BoRoXUD oTNp&BNdTL 0THETHLI 0 paboyeM
HéMeH& . Habyusel82aMn no email.




NHTerpauusa ¢ pa3nmyHbIMn CUCTEMAMU



SIg@ - cueTembl AOHTPAsA 4 ynpaBieHnsa OCTYNOM

Cuctema Sigur

OcHOBHbIE %ﬁ

HanpaBeHns Eﬁ Eﬁ
MHTEIPaLLNI
C, dpyrumMmn énctemMamm C-kopno@&TMBHbLIMMA
BdronacHocTH CucCTeMaMm



Bigu¥o- cnttemMbl KOHTpPOAS M ynpaBaeHNa 4OCTYNOM

MHTerpauusa c cucteMamm BuaeoHabnogeHns

AIHNA Dommafion &) Intellect’
e)(acq" . milestone mcu:roscopo
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g B UMDPOBAR CUCTEMA BE3ONACHOCTIA
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Panasonic QXX gyl NEX VIDEOINSIGHT



Sigur - CNCTEeMbl KOHTPONA U yrpaBJZieHNA OOCTYINOM

MHTerpaLl,Mﬂ C NONynAapPHbIMK
OXPAHHO-TTIOXKAdPHBIMU CNCTEMAMHA

Iy ruBEZH

CHCTEMbI BE3ONACHOCTH




Sigur - cuc#eEMbIkBHTpona1 ynpaBfieHUs 4OCTYNOM

fdoToBblieedX@H3Mbl B3ARIOOENCTBUA C APYrMMUM CUCTEMAMN

-------------------
P e N

Katip&oe@r/ydeT OntkMNI3E sV pasnmnyHbIX
et pdBGdy#ro,BpemMeHy bK3HeENpoLleccoB Ha ocHoBe
(lo6#@2np&ras NC natlhsiX CKY[

O#tpaH$anoxapHble i Sigur i CucTeMmbl
CUCTEMb e g BMAeOoHabnoaeHNs



YWL-GEnctetdyOkoBirpon v yri@asdeHna LoCTyrnom

NHTerpauus
c 1C:lNpeanpuarmne

s 2B3BmbTyuedra,Boirpy@ c8dHgapTHoro Tabens
P>-19866/4e1BOPa®0Rero)BpeMEHU

s CrOxpoH39RADkaffBarp cnpaBoYHNKa

s YrilaneHue-CIKY A vanp8myto n3 1C-peweHune ot
@Mnatdix) C:BEUT»

s Boitpy3x8Da8®8hpoRohds nepcoHana B
1C:lNpegnpuatvle, BraBpnmep, oN9 NOCTPOEHNS
Q@B cFBdH O BPHeTOB




Si@1?- cncteMbl KdWTponF n@npasneHna 4OCTYNOM

MIHTerpauum c BHELWWHUMWU
MHPOPMALMOHHbIMU
CucTeMaMu

Gepee@Bigur BHeufHaa VC

8@ bTvd
DTS TIRO7OA0R Buctema kdHbong fgcTyna MoXeT SBAATLCS YaCTbio

skocunt$embl:
NHdapMaumgdo noceTntensx
# KoHTpoJib ndgeulaeMocCTn

# Bhbigaya nphrnaluennm gng nocelleHus

# Opr&Hysaunsa onnatbl,B KOHTPONS NUTAHWUS

# B&3MmoxxHocTHOHacTp®nku ynpasneHna CKY /L
cfencTe@Mm Beb-cepBMCOB



WIUD — csreM KoHTp& DK yraBneHnsa oocTynom

1o n&%ei BB HEIE&03MEUBOCTN AN MHTErpaumnn

CoBpaelanibdderdabiBs&BoneeaTBNG onga peannsaunm
nofwouerdbax nutetfpaunn. REST APl — kak

yHb¥e pcanb&bi ok cTpy&EHT ofia @HTerpaumn CKY[ B
sko&eTeMpdbbekTa

S G 8

Ci8Stema REST 8PbBx&$sonse Ci&rema
n ¥ sk 06 Ue HMSIEK oY MM CTEMAMU 1
nfaeUnd&6pdB6TKM coobLeHNI



SigxriBEiTeMbl ko3 daid 2 yBipaddddim goctynom

4 )
(OVHIGBo kb RHB ble ooty

tosilh B/e 2OPMx, AT AddBaHMe/
IichiA e Hon d Myl i Be B ]LLL L X

BosmaxkHACTK . /

M6y EcegeG0asa
72 PWTTYQ SQRVZ s

_ | httpl(s) 716 7(+éoeBer§0ama

b dris"BAe kB = crembviMiebR 0 FFnipaBnaTh RéouiieE HeByna

otlnEnGREN HapadeBoahiHdpcoHana, SigwZMR100 SIS ver Sigur

B TenalBh creBmivciRs v b oHaMidcTy . g“ﬂy*moe

AsirEna

p [NdvigbiFcBAN @B b Mo HBBoxaeHMM

ae/RakIKB h[EoBeniskatbéxona. . G

KoHTponnep E4 Sigur 1.0

[

TyforaeeT  SignzZMR100 Sigut E510 ool



[lononNHUTENbHbIE BO3MOXHOCTU






Heur &ZRBCTEMSBI KOHEPRNA N y&paBneHna 4OCTYNOM

ANKOTECTUPOBAHMUE

% [Toliyu&Hiie pedynbTaToB &n&oTecfMpoBaHMA B NpOMUIE

%0 BoaMoxX@HocT& rmb&oro 8agaHmna nopora gonycka
0J&a pa&HEN&rpynn nuu,

%0 BosMoxXHocTe&poBOgNTL BbIBOPOYHOE TECTUPOBAHME

o 7, | v
m ABToMaT84ecxWid LTpad/ VﬂWﬂL:f:EEJ?Mp:ﬂ?BOM
| — nenpemMmpoBaHme VM@LHb&eH&]*pMc@ .
CoThy 8k B COQrosiHWM HdSyn 8apernctpmMpoBaHo

aNKorofbHOro onbaHeHNs 3arpelieH HapyLeHne



Bt (N ZcncteMbIXoHTPONA 1 YipaBieHna 4OCTYNOM

NHTerpauus
c becnpoBOAHbLIMM 3aMKaMU

& [dopgep>KKa paboTbl ¢ becnpoBOAHbIMKN 3aMKOBbIMU
cncTdMaAm2: /[ 8Ex) A b i@V 86285@lte%d S

& [fdHoueHH&e ynpaBneHne 3aMKaMn U3 MHTepdenca
ot (&

& [{db{HeHme BCcéx cadbbITUM, a Tak>Ke BO3MOXKHOCTb
nx Manonb3mBabuna ot pd3nMYHOM aHANUTUKN, B TOM
yibcsfe ydeTa paboyero BpeMeHu



SPgur - cudreMbl KOHTPONS M yNpaB/ieHNS 4OCTYNOM

HunweBble NHTErpaumm



KoHTponnepbl SIGUR



SJigut - clicteMbl KOHTpong 1 ynpaBneHna 4OCTYNoM

AKTyanbHasa TMHENKA KOHTPOJIJIEPOB

E510 E2

E4






Furt - tembikoipot@ n'yh@asneHna goctynom

MoHuTopuHr no SNMP

BoH#E6eDHD SIYar nodoepxGBatoTETaHAapPTHBIM NPOTOKOJ
SNMP gna mdHltopmH&d coct8stHma obopynoBaHua. Tenepb
Hd akpar Z&bbix Bnh h&06HEX T UESEAM Bbl MOXKETE BbIBECTU

BciPHeb&XoanmMBo nHpo¥MaL KMo - OT HaNPSXXEeHUA NUTaHUS
AdlcbcToal®ia Bcex 8Xbn&R n kbixo4oB yCTPOUCTBA.



Stur;-cnGrembl¥%HT0bMR MY paBneHna 4OCTynoMm

SNMP cepBep Sigur cepBep KnneHtckne mecTa
be3onacHOCTb
MW ntnanBIoBEN e SHUr @s(MokeTe bbiTb YBEPEHDI, SSL/DTLS Ethernet

4T0-B9WIB flarHBIe Hafip>kHQ(BadmeHbl HA BCeX YPOBHSAX:

oy hepeda4n VikibppMaLMm bT naeHTMdmKaTopa m @ OXpaHHbIG
K CABTbIBaTentd 601X THIBATANT N0 KOHTpPONNEpa - 73 winedidy
oT kodiponnepa 06 OIA3bIGPEAHHLIX CUCTEMDI. CocToshve Sigur E2

Tax, Hanpumeép, B6e nepegagaeMblie AaHHble MeXay e

KoRifidnidepakih i céppdpdMmPianexHo wndpyoTcs

cB8inacto rigtooly SSL/TLS.

OSDP (AES]

%

Sigur MR100 x4



JTanbl CONPOBOXAEHNS



BEARNOCKcTe#pl KOHTPONSA M ynp#EBReHUA [OCTYNOM

AKTUBHOE y4acTUe
B pa3paboTke NpoekTa

® ObyyeHME.KOHEYHbIX FidNb30BaTEIeN CUCTEMDI

® [lopnep>xKaofHon coBMecTMMoCTN 0bopynoBaHMS
B H{BbIX'BEpPCUAX

® PerynapHble becnnaTHble 0bHOBNEHNS
® [lpocToe pacupeHune @nc2emMbl Npmn HeobXoANMOCTH

® llopaboTrh cuct®@Mbl Nog cneunduyeckmne Hy>Kabl
3aKa3yunka



Siglr = cnctéMs 'koHTp A 1 ynpaBneHusa 4oCTynom

BecnnaTH#ie BO3MOXHOCTU
n%s1 kKa>KO0ro

[Mp#lo6etan npoaykTel Sigulr,'Bbl nonyyaete HEorPaHMYEHHbBIM OOCTYN K MaTepuanam n cepenucam, KOTopble NOMOryT

camM8aTdhiTéngldbasobpatbca B8 TOHkocTax HAtTPOMIG cilTertd, eé IPPekTMBHOM NMcNoNb30BaHUK, NOAOOPE CTOPOHHMUX
pelienhn A nfdéekTnpoBaHun.



PDONEMdncTeMbl KOHTpOSMA U ynpaBaeHUa LOCTYNOM

| apaHTUA BbICOKOIQ
KayecTBa NPoaAyKTa

® €aenado B Poccun.
AlenHbIN £OHTPONb Ka4ecTBa Ha BbIXoae

® odneT rapaHTumn.
BaMeHa Brepe[, B Ndby0 TOUKY CTpaHbl

® Aonpnep>xkka noboro obopynoBaHmsa Bo BCex
necnedyownx Bepcmnax npoaykTa



PaclimnpeHHas noaaepikka
SIGUR
























[Topoep)xka BHeApeHUd






Sijeir S KUETOMbI KOHTPANS 1 KNpaBneHna JOCTYNoOM

[lakeTHbIV Noabop

ARdIGIKCBp:, |

Q;RaKrponka uTdCaKnA clcnctémorE@®moeoHabntogeHus;
2.&EcTponkamHierPaudm c oxpaHHbIMU U
npéTvBdH k&P -8 GncteMamu;

3; BKTponkd rfaduruekbkmnx nadB0B TEppPUTOPUN;

4. &lcTpolgkh BAPM oxaHbl (XodaTauna nHtepdeiica
HalnogeHna NoL, KOHKPeTHbIe HYXAbl)

AR GIRGR RS SD@aHUeRMB IBTaNEIPERS() 1. |

Q;Go3patekennckKrouekQoclna (bnomeTprueckme
TEDMURSIbI);

2.&KEcTponkamHterp@dunikc BnometTpmyecknmu
KuntoiB8Tensdn @ repMmnHaNamMu;

3; AHdnnKn HakTpdbika@hoiKHblx pexknmMoB gocTyna,
npegrbsariolihx ncBons3GBaHne bruomeTpum;

4. OptdrunsduKKgduecco® sadefbHMa BuomMeTpruyeckmx
L ablme&oB ;

E; @QnSxpbkunzaliva BadbsiKiaHHblX Nl COTPYOHMKOB.










Cnacmnbo 3a BHMMaHue!



| SIGUR | YINPABJIEHUE AOCTYI1OM
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