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5igur - CUCT&Mbl KOHTPONA U YyNpaB/ieHNS 4OCTYNOM

NoeHTnumnKaums no
KapTaM 1 CMapTQOHY

obeantens MexxayHanoLHoro koHkypca Red Dot
DCesign Award 2020 B kateropun «nsanH npogykTa»



Sy 1 dnrembt KowTphbnga nlmpaBneHna 4OoCTynom

3awnLleHHas
MOEHTUPUKALMA Ha base
KapT Mifare

» @lnddpoBaHn¢ YpadunKd Mexay KapTom u
thyrdiBafer@ns/ AES hidploBaHme B criyvae KapT
Mifad&.DBSFire

» Ynobraalpabfta c kaptamn Mifare
Hethodpdnc™eHHR nHTepdence Sigur




$tguf - clbTeMbl KOHTPOAS M yNpaBaeHNa 4OCTYNOM

[ loueMmy
MODOMTbHAaA
MOEeHTUPUKaUNG?




Sigur tavai&rni Kad FgroX H Xapa 4 BlIheiadikring i

NopeHTudunkKaTopbl

[NoAl#&pHka TH#RoOMDMHELNENIOO bR BUBEE' noEUTp&ikaTdpEB. MIHTRSipauna c cuctemamm bnuomeTpum.

Y aN'ea st #dkndua WneHBndunkaTopos.
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[lporpaMMHOe obecnedyeHue Sigur
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Sigur - CCTEeMbI KOHTPOS N YNPaBAEHUSA 4OCTYNOM
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Sgnr-CCTEB b BIHTHO/B Vi ynBasyieHNA 4OCTYNOM

CnctemMmayyéeTa paboyerospemMmeHn
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Bp'eNin pAKTMUECKOoro
PprCyTCTBUA HA TEPPUTOPUN
BY3a c@rgyAHNKOM/CTYAEHTOM

o
.

BoH3RGALAOCEeLLLaeMOCT
BAHATNN

®opmunpoBaHume
poApBFBHBIX OTUETOB

RBOOTAL onBiBjnaTe/IbHbIMU
ADKYMeHTaMu

b kashHBINTMKA

YadbHaghHacTpomka
pabouye$o rpaduka
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EigkBJccTeMbl KBHTP O ynpaBAEeHUA JOCTYNOM

JdPPEeKTUBHbLIN OINEMEHT
MHPPACTPYKTYpPHI

8 QAhTYMABaNA GH3HecinoBeccoB NpeanpuAaATUSA

8 MoBbiweHre 3G ¢EKTUBHOCTM ONepaLiIOHHONW
NEATEeNbHOCTV KOMMNAHUN

8 Qprdstfauia goctynd B NapKoBOYHbIE 30HbI



NHTerpauusa ¢ pa3nmyHbIMn CUCTEMAMU



SIg@ - cueTembl AOHTPAsA 4 ynpaBieHnsa OCTYNOM

Cuctema Sigur

OcHOBHbIE %ﬁ

HanpaBeHns Eﬁ Eﬁ
MHTEIPaLLNI
C, dpyrummn énctemMamm C-kopno@&TMBHbLIMMA
BdronacHocTH CucCTeMaMm



YWL-GEnctetdyOkoBirpon v yri@asdeHna LoCcTyrnom

NHTerpauus
c 1C:lNpepnpunaTtne

s BB BMeTY4EAKaH,BbIrpy@ c8dHpapTHOro Tabens
$>-19866/4e@IBaBo”ero)BpeMeHN

s CrOxBoHn39RAOKa B cnpaBoYHMKA

s YriflapneHune-Ci&¥ [ ranp8myio 3 1C-peweHne ot
@Mnatdi>) C:BEUT»

s Boia)y3k8 a8 hpolohds nepcoHana B
1C:MNpegnpuatvle, BlaBpnMep, 019 NOCTPOEHUS
Q@B cFBdH O BPHeTOB



Si@1?- cncteMbl KdWTponF n@npasaeHna 4OCTYNOM

MIHTerpauum c BHELWWHUMWU
MHPOPMALMOHHbIMU
CucTeMaMu

Gepee@Bigur BHeufHaa VC

S @bTvd
DTS TIRO7OA0R Buctema kdHhong fgcTyna MoXeT SBAATLCS YaCTbio

3KoCnt$eMbl:
NHdbgpMaumgdo noceTntensax

# KoHTpoJib ndgeulaeMocCTn

# Bhbigaya nphrnaluednm gng noceuleHus

# Opr&Hy3auma onjaTol,8 KOHTPOAS NUTAHUS

# B&3MmoxxHocTHOHacTp®nku ynpasneHna CKY /L
cfencTe@Mm Beb-cepBMCOB



SigxriBEwTeMbl ko3 it 21 yBipaddddim gocTtynom




SPgur - cudreMbl KOHTPONS M yNpaB/ieHNS 4OCTYNOM

HunweBble NHTErpaumm



SJigut - clicteMbl KOHTpong 1 ynpaBneHna 4OCTYNoM

AKTyanbHasa TMHENKA KOHTPOJIJIEPOB
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Furt - tembikoipot@ n'yh@asneHna goctynom

MoHuTopuHr no SNMP

BoH#E6eDHD SIYart nodoepxGBatoT#ETaHAaPTHBIM NPOTOKOJ
SNMP gna mdHltopmH&d coct8stHma obopynoBaHua. Tenepb
Hd akpar Z&bbix Bnh h&06HEX T UESEAM Bbl MOXKETE BbIBECTU

BciPHeb&koanmMBo nHpo¥MaL KMo - OT HaNPSXXeHUA NUTaHUS
AdlcbcToal®ia Bcex 8Xon&AR n kbixo4oB yCTPOUCTBA.



St§ur;-cnGrembl¥%HT0bMR MY paBneHna 4OCTynom

SNMP cepBep Sigur cepBep KnneHtckne mecTa
be3onacHOCTb
MW ntnanBIoBE) e SHUr @s(MokeTe bbiTb YBEPEHDI, SSL/DTLS Ethernet

4T0-B9WIB flarHBIe Hafip>kHQ(BadumeHbl HA BCeX YPOBHSAX:

oy hepeda4n VikibppMaLMM bT naeHTMdmKaTopa m @ OXpaHHbIG
K CABTbIBaTentd 601X THIBATANT N0 KOHTpPONNEpa - 73 winedidy
oT kodiponnepa 06 OIA3bIGEAHHLIX CUCTEMDI. CocToshve Sigur E2

Tax, Hanpumeép, B6e nepegagaeMble AaHHble MeXay e

KoRifidnidepakih i céppdpdMmPianexHo WwndpyoTcs

cB8inacto rigtooly SSL/TLS.

OSDP (AES]

%

Sigur MR100 x4



JTanbl CONPOBOXAEHNS



BEARNOCKcTe#pl KOHTPONSA M ynp#EBReHUA [OCTYNOM

AKTUBHOE y4acTUe
B pa3paboTke NpoekTa

® ObyyeHME.KOHEYHbIX FiBNb30BaTEIeN CUCTEMDI

® [lopnep>xKafnosHon coBMecTMMoCTN 0bopynoBaHMS
B H{BbIX'BEpPCUAX

® PerynapHble becnnaTHble 0bHOBNEHNS
® [lpocToe pacupeHune @nc2emMbl Npmn HeobXoANMOCTH

® llopaboTrh cuct®@Mbl Nog cneunduyeckmne Hy>Kabl
3aKa3yunka



Siglr = cnctéMs 'koHTp A 1 ynpaBneHusa ooCTynom

BecnnaTH#ie BO3MOXHOCTU
n%s1 kKa>KO0ro

[Mp#lo6etan npoaykTel Sigulr,'Bbl nonyyaete HEorPaHMYEHHBIM OOCTYN K MaTepuanam n cepeBmcam, KOTopble NOMOryT

camMBaTdhiTéngldbasobpatbca 8 TOHkocTax HAtTPONIG cilTertd, eé IPPekTMBHOM NMCcNoNb30BaHUM, NOAOOPE CTOPOHHMX
pelienhn A nfdéekTnpoBaHun.



PDONEMdncTeMbl KOHTpOSMA 1M yrnipaBaeHUa OCTYNOM

| apaHTUA BbICOKOIQ
KayecTBa NPoaAyKTa

® €aenado B Poccun.
AlenHbIN £OHTPONb Ka4ecTBa Ha BbIXoae

® odneT rapaHTumn.
BaMeHa Brepe[, B Ndbyo TOUKY CTpaHbl

® Aonpnep>xkka noboro obopynoBaHmsa Bo BCex
necnedyownx Bepcmnax npoaykTa



PaclimnpeHHas noaaepikka
SIGUR





















[Topoep)xka BHeApeHUd












Cnacmnbo 3a BHMMaHue!
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